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Office of the Chief Information Security Officer


Department of Housing and Urban Development:

Rules of Behavior for Remote Access

July 28, 2006

	What is the Purpose of The Remote Access Rules of Behavior?

The intent of these HUD Remote Access Rules of Behavior is to summarize laws and guidelines from various HUD and other Federal documents, most specifically OMB Circular A-130 and Section 208 of the E-Government Act of 2002. These guidelines should be used by all HUD Program Offices as a basis for their own security plans.

What are Rules of Behavior?

Rules of Behavior are part of a comprehensive program to provide complete information security. These guidelines were established to hold users accountable for their actions and responsible for information security. Rules of Behavior establish standards of behavior in recognition of the fact that knowledgeable users are the foundation of a successful security program. Users need to understand that taking personal responsibility for the security of their computer and the data it contains is an essential part of their job.

Who is Covered by These Rules?

These rules extend to all HUD personnel and any other persons using HUD IT equipment or accessing HUD systems under formally established agreements. This includes contractors and other federally funded users. All users should be fully aware of, and abide by, HUD security policies as well as related federal policy contained in the Privacy Act, Freedom of Information Act, and HUD Records Management Regulations. 

What is Sensitive Data?

Sensitive data is data that must be protected on the basis of its need for protection against loss, disclosure, or alteration because of the risk and magnitude of harm that could result.

What are the penalties for Non-compliance?
Users who do not comply with the prescribed Rules of Behavior, are subject to penalties that can be imposed under existing policy and regulations, including official, written reprimands, suspension of system privileges, temporary suspension from duty, removal from current position, termination of employment, and even criminal prosecution. HUD will enforce the use of penalties against any user who willfully violates any HUD or federal system security (and related) policy as appropriate.

These Rules of Behavior are founded on the principles described in the HUD published security policy and other regulatory documents such as the Code of Ethics for Government Employees, Office of Personnel Management regulations, Office of Management and Budget regulations and Standard of Conduct for Federal Employees. Therefore, these Rules of Behavior carry the same responsibility for compliance as the official documents cited above.

Remote Access Users:

· Users should adhere to the HUD Standards of Conduct and behave in an ethical, informed, and trustworthy manner. 

· Users will complete annual HUD Information Technology Security Awareness training.  Individuals identified as having significant information privacy responsibilities must take Privacy Act (PA) training.  Contact your ISSO for details and availability.  

· Use only systems, software, and data for which you have authorization and use them only for official government business, or in accordance with the in the U.S. Department of Housing and Urban Development Information Technology Security Policy, Handbook 2400.25, Rev. 1 (to be referred to as the IT Security Handbook) HUD Personal Use policy (Section 4.6.6)

· Do not attempt to override technical or management controls (i.e., sensitive data should not be downloaded to any media or removed from HUD control without prior approval, etc.). 

· Take precautions to secure government information and information resources.  Protect government property from theft, destruction, or misuse. 

· Dispose of media (both hardcopy and electronic) using approved means of destruction.  Contact your ISSO for specific instructions.

· Physically protect laptop computers from theft through the use of locking devices whenever they are not attended.  Be particularly aware of the threat of loss during periods of travel.

· Do not copy government information onto personally-owned equipment to include personal computers, external hard drives, portable “flash drives”, or media players.

· Do not alter the configuration, including installing software or peripherals, on government equipment unless authorized. 

· Use passwords and encryption on files containing data on persons.

· Access sensitive information over the Internet only with prior approval from the ISSO or appropriate management official. 

· Use only authorized licensed HUD software on government equipment unless authorized to do so. 

· Adhere to all provisions or agreements related to off-site work. 

· Use virus protection software on off-site systems and keep it up-to-date. 

· Change passwords frequently. 

· Protect passwords from access by other individuals, e.g., do not store passwords in login scripts, batch files, or elsewhere on the computer.

· Report security incidents, or any incidents of suspected fraud, waste or misuse of HUD systems to appropriate officials immediately. 

Managers:
· Ensure that staff is given access to, and ample time to complete, the annual HUD Information Security Awareness Training. 

· Should review remote access authorizations annually to ensure that a bona fide business need exists. 

· Ensure that personnel granted remote access follow established HUD IT security policies, guidelines and procedures. 

ISSOs:
· Ensure that staff is made aware of the specific security requirements for systems used and their responsibilities for the protection of HUD data. 

· Conduct an annual review with each remote access user to ensure each is aware of their responsibilities for protecting HUD data. 

Specific Privacy Act Requirements:

· Information systems containing personally identifiable information (e.g., SSN, name, photo, and patient ID number) must be protected and may be covered by a Privacy Act System of Records (SOR) Notice.  This information will have added security controls you must follow. 


For more information, review the IT Security Handbook’s Remote Access Policy (Section 5.4.1).

Rules of Behavior for Remote Access

I have read and understand the Department of Housing and Urban Development’s Rules of Behavior for Remote Access.  I understand that violation of these rules could result in punishment and/or criminal prosecution.  

USER

User Name (Signature):  ______________________________________________________

User Name and User ID (Print):  _________________________________________________ 

User Work Address and Phone Number (Print):  ____________________________________

___________________________________________________________________________  

Requesting access to the following systems/applications:  _____________________________

___________________________________________________________________________

USER SUPERVISOR APPROVAL: 

Supervisor Name (Signature):  _________________________________________________

Supervisor Name (Print):  _______________________________________________________ 

Supervisor Phone Number:  _____________________________________________________

ISSO APPROVAL:

ISSO Name (Signature):  ______________________________________________________

ISSO Name and Program Area (Print):  ____________________________
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